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Chalrman, Security Peview Committes

WRITCT : Saleguardiag Officizl Information in the
fmterests of the Delpnce of the Uailed
Siates Faweutive Order 18501 =2s
smended)

I referred your memarandam eatitled "Degarirent of
Tustice Submiseion Relating to Tightesing Protection of Tlassi-
fisd Documaents * dated 5 Aupust 1971 to our Sifice of Ceneral
Counsel foay review,. “helr commesnts are set forth telow

"We hove reviewsd with considesable late rest
the mewmeoraadure of 5 fugust 1971 frem My, Villian:
H. Rebhagquist ta LMembers of the aterdeparter eatal
Security Review Commitlee, Te ize have lovked at
the Rritish Officisl Tecrets Aot aver the years io ese
if we could glean aay thoughts whick would ha 'e appli-
eation in the United Siates. /2 you are well swave,
however, ane of the blg difficuliles {s that the Cificlal
Jecrets Act lo premuigated is the contaxt of s 2 unwritten
coustitution and the concept of Verawn privilege. ¥,
howsvar, the Official Zecrets Act were transposed into
¥, 49 isw It uvadeubtedly would be waconstitutiosal.

“On the other haad, coriain of the ohjectives
whick are set forth in the Rebaunisi memorasaden:
zppenr to be not saly desirable but feanible. e
helieve that moat of the objectives he mentions, 2
woll as other desirable bproveswents fa U, {1, law,
will be fouad in the attached propese’ revisionz of
certain sections of the Proposed New Federa! Criminal
Code inccrporated in the "Pinal Report of the Mational
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Commission on Hefarm of Federal Criminel Lawe.
Thase revisiens will be transmitted shortly ¢o the
Crimiaxl Code Revision Unlt, Departnent of fustice,

We have had prelimisary discussions with membera

of that Unit, iadicatiag that we had some cencers aboul
cortain previsiens of the Propesed Mew Federa! Crimine!
Lode.

"la particulsr, we would Hike to meation seciloa 113
of the Proposed Code, which is satitled, "Commualcaticn
o»f Classitlied information by Publlc Servant.” Pasically
thir section is derived fram 50 U, =, €, 783 bi, the
statute wader which “carbeck was convicted. Of parti.
colar juterest fp the fact that the District Court held,
and fbe Cireult Cours alfirwed, 12at whether the docu.
ment paszed by “casbeck was properily classified wan

 #ot aa tasuve to be detarmiined by the courl. Conseguenidy,
a6 argemment by defense counsel wae permitted on this
issve,

“For & suwsber of yeavs this Spency has ees
fateresisd in brosdesiag seetiva 753 B! to mabe it o
erime not ooly for & public sevvaat ic pass elassified
information to an ageat or reprazentstive of & foreiga
goverament or to sa officer or menzbar of a Commmenls:
avgaalastive, but alse to make It & srime to pass cluosis
fied infermution te as "wesuthorised persva.’” Laagunge
o accomplish this was approved by the Assistaat Attownny
Censral, Tatersal Security Divisica, Departrrost of Yusiice,
by lotter dated 18 Cetober 1968 10 <14,

“Wa belleve the other revisions which we have pre-
posed would substantially tmprove existing law as well
sy retain certain previsions of existing law whick were
siimineted {n the Propesed Naw Federal Criniasl Cody. -

STAT

C1LA Neombey
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Attachment:
Proposed Revisions of the Proposed New Federal Criminal
Code

et Wre, Howard O, Brows, v, » 210
Mr. JToseph I, Lizbliag - Colease
Mr, Willlam D, Biair, 'r. « Yate
¥y, Thowas ¥, lLatiemer - WU
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§109. General Definitions.
(af) "public servant' means an officer or employee of a

government or a person authorized to act for or on behalf of a

government or serving a government as an adviser or consultant.

The term includes Members of Congress, members of the state
legislatures, Resident Commissioners, judges, &dd jurors, and

members of the military services;
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§1112. Espionage.

[y Ofiense. A person is guilty of espionage if he:

(@) reveals classified national security information to a foréign
power or agent thereof with intent that such information be used in

a manner prejudicial to the safety or interest of thc; United Stutes; ox

(b} ia time of war, elicits, colliects or records, or publishes or
otherwise comraunicates classified national security information with
intent that it be communicated to the enemy.

(2). Grading. Espionage is a Class A felony if committed in time of
war or if the information directly concerns military missiles, space
vessels, satellites, nuclear weaponry, early warning systems or other
means of defense or retaliation against catastrophic enemy attack, war
plans, or any other major element of defense ,stratégy, including ¢dddFikd/
intelligence. Otherwise espionage is a Class B felony.

(3) Attempt and Conspiracy. Attempted espionage and conspiracy
to commit espionage are punishable equally with the completed offense.
Without limiting the applicability of section 100l (Criminal Attempt),
any of the following acts is sufficient to constitute a substantial step
under section 100l toward commission of espionage under subsection
{(I1}(a): obtaining, collecting, or eliciting classified national security

information or entering a restricted area to obtain such information.
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{4) Definitions. In this section:

(a) "classificd national secuwity information the dissemiration

of which has been restricted by classification by the President or

by the head of a United States Government agency with the approval

of the President as affecting the sccurity of the United States regard-
ing:

(i) the military capability of the United States or of a nation
at war with a nation with which the United States is at war;

{i1) military or defense planning or operations of the United
States;

(iii) military communications, research or developracnt of
the United States;

(iv) restricted data as defined in 42 U,S.C. §2014 (relating
to atomic energy);

(v) déddfifd/intelligence of the United Sté‘ces, including
information relating to intelligence operations, activities,
plans, estimates, analyses, sources and methods;

(vi) dValelshtileld £bddddh b A ile DhdcldchAbilohd hbIdETARAL
J4dibA/YI4/in time of war, any other information relating to

national défei/s/e/ security which might be useful to the encmy;
bALY
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(b) "'military' connotes land, sea or air military and both
offensive and defensive raeasures;

{c) '"oreign power' includes any foreign government, faction,
party, or military force, or persons purporting to act as such, '!
whether or not recognized by the United States, any international
organization, and any armed insurrection within the United States.

(d) "agent' means representative, officer, agent or employce

or, in case of a nation, a subject or citizen.
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§1113. Mishandling Classified National Sccurity Information.
A person is guilty of a Ciass C fclony if/ AL/ FELUVe/e/s/ ﬂldr’dn’df@i/df/
POVLLY Lk oyl £S b/ Jeledeldsliief I/ dlel Kehkdd [hbtdd [ he:

(a) knowingly reveals classified national security information
to anyone not authorized to receive it;

(b) wviolates a kmown duty, to which he is subject as a public
servant, as to custody, care or disposition of classified national
security information or as to reporting an unlawiful removal,
delivery, loss, destruction, or compromise of the security of
such information; ¢#

(c) Yhddidgly/ having lawful possession of a document or thing
containing classified national security information, fails to deliver
it on demand to a public servant of the United States entitled to K
.receive it; ox |

(d) having unauthorized possession of or control of a document

or thing containing classified national security information, knowingly

retains the same and fails to deliver it to a public servant entitled to

receiveit. ‘
"Classified national security information' has the meaning prescribed

in section 1112(4).
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S1114.  WALALARIGT CAALELREL Lo bbb LA LhgeldehAbilall.]

Disclosure of Classified Communications Intelligence and

Classified Cryptographic Information,

(1) Offense. A person is guilty of a Class A/ A felony if he knowingly:
(a) communicates classified communications KLbLA{LNAA/

intelligence ox classified crypiographic information or otherwise

makes it available to an unauthorized person;
(b} publishes classified communications i/r/fékixﬁdﬁibﬁ/intelligexﬁg

or classified cryptographic information; or

(¢} uses classified communications lblidsiibh/intelligence or
&

classified cryptographic information in a manner prejudicial to

the safety or interest of thé United States.

(2) Attempt and Conspiracy. Attempt and conspiracy to violate
this section are punishable equally with the co‘mpleted offense.

(3) Definitions. In this section:

(a) '"comrmunications intelligence or classified cryptographic

information' means information:
{i) regarding the nature, preparation or use of any code,
cipher or cryptographic system of the United States or of a

foreign power;
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(ii) regarding the design, construction, use, maintenznce -
or repair of any device, apparatus or appliance used or pre-
pared or planned for use by the United States or a foreign
vower for cryptographic or intclligence su rveiilance purposcs;

(111) g Sl PAd hARIYL bt & S Vilelelc] LGRS b2

Vle/ Kbt ddl SRELES Ifd Al el fhlddvebl] ol reparding the cormmu-

nications intelligence or communications security activitics
Py y

of the United States oxr a foreign power; or

(iv) obtained by the process of communications intelligence

U VENLdALd from the communications of a foreign powers;
(b) ddblhbhiddiibhb information is ''classified! if, at the time
the conduct is engaged in, the JJvAbAlddidhb information is, for
reasons of national security, specifically designated by a United
States government agency for limited or restricted dissemination
or distribution;

(c) "communications security activity," ‘'code, ' "cipher' and

"cryptographic system® include, in addition to their usual meanings,
any method of secret writing and any mechanical or electrical device
or method used for the purpose of disguising or concealing the con-

tents, significance or means of communications;
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(d) "communications intclligence gl#vdilldddd" means all pro=--

cedures and methods used in the interception of corhmunicatioﬁs
and the obtaining of information from such communications by
other than the intended recipients;
{(¢) "unauthorized person' means a person who, or agency which,

is not authorized to receive communications intelligence or classificd

cryptographic information by the President or by the head of a United

States government agency which is expressly designated by the

President to engage in communications intelligence d#vdilldydd

activities for the United States;
(f) "foreign power' has the meaning prescribed in scction
1112(4).
(4) Congressional Use. This section shall not apply to the furnishing,
- upon lawful demand, of information to any regularly constituted coramittee

of the Senate or House of Representatives of the United States or joint

committec thereof. Inapplicability under this subsection is a defense.
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1115, Communication of Classified Information by Public Servant.
(1) Offense. A public servaant or formexr public servant is guilty
of a Class C felony if he communlcates classified information to
an agent or representative of a foreign government or to an officer o
or mnember of an organization defined in 50 U.S.C. §782(5) (communist

organizations) or to an unauthorized persoa. The term '"unauthorized

verson' means any person or agency not authorized by the President

or by the head of a government agency with the approval of the Presi~

dent to recelve such classified information. "Classificd information

means information the dissemination of which has becn restricted by
classification by the President or by the head of a United States govern-
ment agency with the approval of the President as affecting the sccurity
: of the United States.
(2) Defenses. i
() It is a defense to a prosecution under this section that the i
pubiic scrvant or former public servant was specifically authorized i
by the President or by the head of the United S.‘:ates government
agency which he served to make the communication prohibited by ]

" this section.
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(b) It is an affirmative defcnse to a prosecution under this
section that the former public servant obtained the information in
a manner unrelated to his having been a public servant or, if not

80 obtained, it was not classified while he was a public servant.
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§1130. Injunction Proceedings.

Whenever in the judement of the head of a government agency

any person has engaged or is about to engage in any acts or practices

which constitute or will constitute a violation of any provision of sec-

tions 1112, 1113, 1114 and 1115, or any regulation or order issued there-

under, the Attorney General on behalf of the United States may make

application to the appropriate court for an order enjoining such acts

or practices, or for an order enforcing compliance with such provi-

sion, and upon a showing by the head of a government agency that

such person has engaged or is about to engage in any such acts or

practices, a permanent or temporary injunction, restraining order,

or other order may be granted.
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81352, False Statements.

(1) False Swearing in Official Proceedings. A person is guilty
of a Class A misdemeanor if, in an official proceeding, he makes
a false statement, whether or not material, under oath or equiva-
lent affirmation, or swears or affirms the truth of such a statement
previously made, if he does not believe the statémen‘c to be true.

(2) Other Falsity in Governmental Matters. A person is guilty
of a Class A misdemeanor if, in a governmental matter, he:

(a) makes a false Whithéh/statement, Wheh/de/ stdeihbht Lb/
watblidY and he does not believe it to be true;

(b) intentionally creates a false impression in a written
application for a pecuniary or other benefit, by omitting infor-
mation necessary to prevent a material statement therein from
being misleading;

(c) submits or invites reliance on any material writing
which he knows to be forged, altered or otherwise lacking in
authenticity;

(d) submits or invites reliance on any sample, specimen,
map, boundary-mark or other object which he knows to be false

in a material respect; or
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(e) uses a trick, scheme or device which he knows to be
misleading in a material respect.

(3) Statement in Criminal Investigation. This section does not
apply to information given during the course of an investigation
into possible commission of an offense unless the information is
given in an official proceeding Jr the declarant is otherwise under
a; legal duty to give the information. Inapplicability under this sub-
section is a defense.

(4) Definition. A matter is a ""governmental matter' if it is
within the jurisdiction of a government agency or of an office,
agency or other establishment in the legislative or the judicial
branch of 'goverﬁment.

(5) Jurisdiction. There is federal jurisdiction over an offense

_ defined in:

(2) subsection (1) when the official proceeding is a federal
official proceeding:

(b) subsection (2} when the government is the government
of the United States, or when the government is a state or local
government and the falsity constituting the offense is that a person

is a citizen of the United States.:
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§1381. Impersonating Officials.
| 1) Offense. A person is gﬁilty of an offense if h?: falsely pre-
tends to be: |
(2) a public sérvant ox foreign official and acts as ¥&/¢/
LELLel LU hERLELN b such PUYLL/ S E#Fedidyl bl T/deh kbl dFidi=h; ox
(b) a public servant or a former public servant or a foreign
ofiicial and thereby obtains a thing of value.
(2) Defense Precluded. It is no defense to prosecution under
this sectid;x that the pretended capacity did not exist or the pre-
' tended authority could not legally or otherwise have been exercised
- or conferred. |
(3) Definition. In this section "foreign official" means an offi-
cial of a foreign government of a character which is customarily
accredited as such to the United States, the United Nations or the
Oxganization of Amerlican States, and includes diplomatic and consular
officials..
(4) Grading. An offense under subsection (1)(a) is a Class H B

misdemeanor. An offense under subsection (L)(b) is a C‘.lass B A

misdemeanor.
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{5) Jurisdiction.

(a) There is federal jurisdiction over an offense of imper-
sonation of a public servant, present or former, defined in this
section when the public servant is a federal public servant.

(b) Federal jurisdiction over an offense of impersonation of
a foreign official defined in this section extends to any such offense
committed anywhere within the United States or the special mari-

time or territorial jurisdiction as defined in section 210.
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